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Example Source Code

* Prog.c
 Main function

* Global variable
e Use a variable and a function declared and defined in another module

 Myheader.c

e Variable and function used by other codes, such as “prog.c”

e All codes and file resources discussed in these slides can be downloaded
from this link

* The aim of this doc is to clarify the management and use of Symbol Table
and Relocation Records


https://docencia.ac.upc.edu/FIB/GCED/COM/documents/ExampleT3.tar.gz

Example Source Code

* “myvar” is declared and defined in “myheader.h” and used in “prog.c”

#include <unistd.h> : : : .
#include <stdio. hs prog.c myheader.h int suma(int opl, int op2);
#include "myheader.h"

extern int myvar;
int global = 4;

void mifunc(int op){
global = op;
}

int main (int argc, char **argv){
char buf[512];

int len, result; .
int myvar = 10;

i f 10); . . .
ﬁ;\;;?ci 23); mvheader.c int suma(int opl, int op2){
result=suma(global, 30); Y : int tmp;

myvar +=result;

tmp = opl + op2;
len = sprintf(buf, "Hello World %d, %d\n", result, myvar); return tmp;
write(1, buf, len); }
return 0; 5



Example Source Code

* “myvar” is declared and defined in “myheader.h” and used in “prog.c”

#include <unistd.h>
#include <stdio.h>

prog.c

#include "myheader.h"

‘extern int myvar;

int global = 4;

void mifunc(int op){
global = op;
}

int main (int argc, char **argv){
char buf[512];
int len, result;

mifunc(10);

myvar = 20,
result=suma(global, 30);
myvar +=result;
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len = sprintf(buf, "Hello World %d,
write(1l, buf, len);
return 0;

%d\n", result, myvar);

myheader.h

myheader.c

int suma(int opl, int op2);

[::::i}int myvar = 10;

int suma(int opl, int op2){
int tmp;

tmp = opl + op2;
return tmp;



Symbol Table

* A table of memory location and variable or function that can be called
from other object files
* Also it includes symbols used in the object file
<address> <size>  Symbol



Symbol Table

* A table of memory location and variable or function that can be called
from other object files

* Also it includes symbols used in the object file
Symbol

prog.o: file
SYMBOL TABLE:

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000013
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

format elf64-x86-64

QO —

df *ABS*

oo o000 o0

m o

text
.data
.bss
.rodata

0000000000000000
0000000000000000
0000000000000000
0000000000000000

00000000

.note.GNU-stack

.eh frame

. commen
.data
LText
Ltext
*UND*
*UND*
*UND*
*UND*
*UND*
*UND*

00000000
t 00000000
0000000000000004
0000000000000013
00000000000000cC
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

<address> <size>
myheader.o:
SYMBOL TABLE:
p;ggéc 0000000000000000
ks 0000000000000000
‘bes 0000000000000000
00POAOOO .rodata 0000000000000000
NOOEANNOEREANNEAEA .note.GNU-stack 0000000000000000
00000000 .eh frame 0000000000000000
00000000 .comment 000000AAOENOO0
global 0000000000000000
mifunc 0000000000000000
maln
myvar
 GLOBAL OFFSET TABLE
suma
sprintf
write

__stack chk fail

QQ —~ e~~~ — —

df *ABS*
text
.data
.bss
.hote.GNU-stack
.eh_frame
.comment

.data
.text 000000000000001a suma

oo oo0ooo

-n

file format elf64-x86-64

0000000000000000 myheader.c
0000000000000000 .text
0000000000000000 .data
0000000000000000 .bss

0000000000000000 .note.GNU-stack
0000000000000000 .eh frame
0000OO0OEEOOOOREO . comment
0000000000000004 myvar



Symbol Table

* A table of memory location and variable or function that can be called
from other object files
* Also it includes symbols used in the object file
<address> <size>  Symbol

prog.o: file format elf64-x86-64 myheader.o: file format elf64-x86-64
Sgggggegggggéee@ 1 df *ABS* 0000OAAAAEEEEEA0O STMBOL TABLE:
prog.c * *

Gao0oa00m00a0 | d 1oxt 0000000000080 1o 0990080009000000 | df *ABS* 9960008000090000 myheader.
0060090909000000 1 d .data 0000069090900000 .data 0000000000000000 1  d .data ©00000OAAABOOOO .data
egoacnnr\r\nnnnnnr\ 1 A he o TATATATATATATAYATATATATATATATATAY heo . .
00004 «“ ”, 0000000000000000 1 d .bss 0000000000O00000O .bss
oo0od 1N the Symbol Table of “prog.o™: GNU-stack ©000000000000000 1  d .note.GNU-stack 0000000000000000 .note.GNU-stack
0000q « ” i 000000OOOLE0e0AE0 1 d .eh frame 000000OOONOEOLOOO .eh frame

myvar” is undefined _ _
888823%3 5 S 0000000000000000 1 d .comment 0000000000000000 .comment
0000000AAAAEAEA0 g F .text 0000000000000013 mlfunc | gggggggggggggggg 3 g '223 83338333883338?: Emzr |
0000000000000000 XUND*
PO00000000000000 FOND ™ OB ABLE
0000000000000000 *UND* @0@@@@@@@0@@@@@@ suma B N In the Sym bol Table of ”myheader.o”:
0000000000000000 *UND* 0000000000000000 sprintf . .
0000000000000000 *UND* 0000000000000000 write ”myvar” can be found in offset “0” in “.data”
0000000000000000 *UND*  00O000AOOO0000000  stack chk fail seaien =l T o T A bytes




Relocation Records

* Information about addresses referenced in the object file. The linker adjust them
once the final memory allocation is resolved
» References to symbols that cannot be resolved
* The data allows calculate what bytes have to be modified when the symbols are resolved

<address of the modification> <type> <how to compute the address>
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Relocation Records

* Information about addresses referenced in the object file. The linker adjust them
once the final memory allocation is resolved

#include <unistd.h>
#include <stdio.h>
#include "myheader.h"

extern int myvar;
int global = 4;

void mifunc(int op){
global = op;
}

int main (int argc, char **argv){
char buf[512];
int len, result;

mifunc(10);
myvar = 20,
result=suma(global, 30);
myvar +=result;

len = sprintf(buf, "Hello World %d, S%d\n"
write(1l, buf, len);
return 0;

il

, result, myvar);

0000000000000013 <main>:
13: 55 push  %rbp
14: 48 89 e5 mov %rsp,%rbp
17: 48 81 ec 30 02 00 00 sub $0x230,%rsp
le: 89 bd dc fd ff ff mov %edi, -0x224 (%rbp)
24: 48 89 b5 do fd ff ff mov %rsi, -0x230(%rbp)
2b: 64 48 8b 04 25 28 00 mov %fs:0x28,%rax
32: 00 00
34: 48 89 45 f8 mov %rax, -0x8(%rbp)
38: 31 co xor %eax, %seax
3a: bf 0a 00 00 0O mov $0xa,%edi
3f: e8 00 00 00 00 callg 44 <main+0x31>
‘I 44: c7 0500 60 00 0014 movl  $0x14,0x0(%rip) # 4e <main+0x3b> |
4b: 00 00 00
de: 8b 05 00 00 00 00 mov Ox0(%rip) ,%eax # 54 <main+0x41>
54: be 1le 00 00 00 mov $0x1le,%esi
59: 89 c7 mov %eax,%edi
5b: eB8 00 00 00 00 callg 60 <main+0x4d>
60: 89 85 e8 fd ff ff mov %eax, -0x218(%rbp)
66: 8b 15 00 00 00 00 mov Ox0(%rip) ,%edx # 6C <main+0x59>
6cC: 8b 85 e8 fd ff ff mov -0x218(%rbp) ,%eax
72: 01 do add %edx , seax

11
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Relocation Records

* Information about addresses referenced in the object file. The linker adjust them

once the final memory allocation is resolved

» References to symbols that cannot be resolved

* The data allows calculate what bytes have to be modified when the symbols are resolved

prog.o: file format elf64-x86-64

RELOCATION RECORDS FOR [.text]:

OFFSET

000000000000000C
0000000000000040
0000000000000046
0000000000000050
000000000000005¢
0000000000000068
0000000000000076
000000000000007cC
0000000000000090
000000000000009d
00000000000000c0
00000000000000d9

TYPE
R X86 64 PC32
R_X86_64 PC32
R X86_64 PC32
R_X86_64 PC32
R X86 64 PLT32
R X86 64 PC32
R_X86_64 PC32
R X86_64 PC32
R_X86_64 PC32
R X86 64 PLT32
R X86_64 PLT32
R_X86_64 PLT32

VALUE
global-0x0000000000000004
mifunc-0x0000000000000004
myvar-0x0000000000000008
global-0x0000000000000004
suma-0x0000000000000004
myvar -0x0000000000000004
myvar-0x0000000000000004
myvar-0x0000000000000004
.rodata-0x0000000000000004
sprintf-0x0000000000000004
write-0x0000000000000004

_ stack_chk fail-0x0000000000000004

12
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Relocation Records

* Information about addresses referenced in the object file. The linker adjust them
once the final memory allocation is resolved

» References to symbols that cannot be resolved
* The data allows calculate what bytes have to be modified when the symbols are resolved

. 0000000000000013 <main>:
prog.o: file format elf64-x86-64 13: 55 push  %rbp
14: 48 89 e5 mov %rsp,%rbp
RELOCATION RECORDS FOR [.text]: le: 89bddc fd F1 H . mov  Sedi,-6x224(srbp)
OFFSET TYPE VALUE 24: 48 89 b5 do fd Ff FF  mov  %rsi,-6x230(%rbp)
000000000000000C R_X86_64_PC32 glOba].'@X00000000000@00@4 2b: 64 48 8b 04 25 28 00 mov %fs5:0x28,%rax
0000000000000040 R X86 64 PC32 mifunc-0x0000000000000004 32: 00 00
0000000000000046 R X86 64 PC32 myvar-0x0000000000000008 34: 48 89 45 8 mov :/orax,;(axs(%rbp)
Y6 54 P37 GT0baT-TXCEGOEGHOTIIG: I T
000000000000005¢c R X86 64 PLT32 suma-0x0000000000000004 3t e8 00 00 00 00 callg 44 “aint0x31>
0000000000000068 R X86 64 PC32 myvar-0x0000000000000004 ~| 44: 7 05]00)00.00000] 14 movl  $0x14,0x0(%rip) # de <main+0x3b> |
0000000000000076 R X86 64 PC32 myvar-0x0000000000000004 4b: 00 00 00
000000000000007¢c R X86 64 PC32 myvar-0x0000000000000004 4e:  8b 05 00 00 00 00 mov OXO(%F}P);%‘?E‘X # 54 <main+0x41>
0000000000000090 R X86 64 PC32 .rodata-0x0000000000000004 Jal Do le 000000 mov. $0xle, kest
000000000000009d R X86 64 PLT32 sprintf-0x0000000000000004 Sb:  e8 00 60 00 00 callg 60 <main+Oxdds
00000000000000cO R X86 64 PLT32 write-0x0000000000000004 60: 89 85 e8 fd ff ff mov  %eax,-0x218(%rbp)
00000000000000d9 R X86 64 PLT32 stack chk fail-0x0000000000000004 66: 8b 15 00 00 00 00 mov  0x0(%rip),%edx # 6C <main+0x59>
- - _ - - 6cC: 8b 85 e8 fd ff ff mov -0x218(%rbp) ,%eax
72: 01 do add %edx , seax

13
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Relocation Records

* Information about addresses referenced in the object file. The linker adjust them
once the final memory allocation is resolved

» References to symbols that cannot be resolved
* The data allows calculate what bytes have to be modified when the symbols are resolved

. 0000000000000013 <main>:
prog.o: file format elf64-x86-64 13: 55 push  %rbp
14: 48 89 e5 mov %rsp,%rbp
RELOCATION RECORDS FOR [.text]: le: 89bddc fd F1 H . mov  Sedi,-6x224(srbp)
OFFSET TYPE VALUE 24: 48 89 b5 do fd Ff FF  mov  %rsi,-6x230(%rbp)
000000000000000C R_X86_64_PC32 glOba].'@X00000000000@00@4 2b: 64 48 8b 04 25 28 00 mov %fs5:0x28,%rax
0000000000000040 R X86 64 PC32 mifunc-0x0000000000000004 32: 00 00
0000000000000046 R X86 64 PC32 myvar-0x0000000000000008 34: 48 89 45 8 mov :/orax,;(axs(%rbp)
Y6 54 P37 GT0baT-TXCEGOEGHOTIIG: I T
000000000000005¢c R X86 64 PLT32 suma-0x0000000000000004 3t e8 00 00 00 00 callg 44 “aint0x31>
0000000000000068 R X86 64 PC32 myvar-0x0000000000000004 ~| 44: 7 05]00)00.00000] 14 movl  $0x14,0x0(%rip) # de <main+0x3b> |
0000000000000076 R X86 64 PC32 myvar-0x0000000000000004 4b: 00 00 00
000000000000007¢c R X86 64 PC32 myvar-0x0000000000000004 4e:  8b 05 00 00 00 00 mov OXO(%F}P);%‘?E‘X # 54 <main+0x41>
0000000000000090 R X86 64 PC32 .rodata-0x0000000000000004 Jal Do le 000000 mov. $0xle, kest
000000000000009d R X86 64 PLT32 sprintf-0x0000000000000004 Sb:  e8 00 60 00 00 callg 60 <main+Oxdds
00000000000000cO R X86 64 PLT32 write-0x0000000000000004 60: 89 85 e8 fd ff ff mov  %eax,-0x218(%rbp)
00000000000000d9 R X86 64 PLT32 stack chk fail-0x0000000000000004 66: 8b 15 00 00 00 00 mov  0x0(%rip),%edx # 6C <main+0x59>
- - _ - - 6cC: 8b 85 e8 fd ff ff mov -0x218(%rbp) ,%eax
72: 01 do add %edx , seax
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Relocation Records

* Information about addresses referenced in the object file. The linker adjust them
once the final memory allocation is resolved

» References to symbols that cannot be resolved

* The data allows calculate what bytes have to be modified when the symbols are resolved

RELOCATION RECORD

<address of the modification> <type>

0000000000000046 R X86 64 PC32
Exact address It indicates it is a

to be modified PC-relative offset

) (%rip; that is,
(marked in red) relative instruction

pointer). Thus,
“myvar” address is
relative to the
instruction pointer

<how to compute the address>

0000000000000013 <main>:

myvar-0x0000000000000008

How to calculate
the address after
being resolved
(marked in green)

—

13: 55 push  %rbp

14: 48 89 e5 mov %rsp,%rbp

17: 48 81 ec 30 02 00 00 sub $0x230,%rsp

le: 89 bd dc fd ff ff mov %edi, -0x224 (%rbp)

24: 48 89 b5 do fd ff ff mov %rsi, -0x230(%rbp)

2b: 64 48 8b 04 25 28 00 mov %fs:0x28,%rax

32: 00 00

34: 48 89 45 f8 mov %rax, -0x8(%rbp)

38: 31 co xor %eax, %seax

3a: bf 0a 00 00 0O mov $0xa,%edi

3f: ed 00 00 00 0O callg 44 <main+0x31>

44: 7 05100 00 00 0014 movl  $0x14,|0x0(%rip) | # 4e <main+0x3b> |
4b: 00 00 00

de: 8b 05 00 00 00 00 mov Ox0(%rip) ,%eax # 54 <main+0x41>
54: be 1le 00 00 00 mov $0x1le,%esi

59: 89 c7 mov %eax,%edi

5b: eg 00 00 00 00 callg 60 <main+0x4d>

60: 89 85 e8 fd ff ff mov %eax, -0x218(%rbp)

66: 8b 15 00 00 00 00 mov Ox0(%rip) ,%edx # 6C <main+0x59>
6cC: 8b 85 e8 fd ff ff mov -0x218(%rbp) ,%eax

72: 01 do add %edx , seax

15



Relocation Records

* Information about addresses referenced in the object file. The linker adjust them
once the final memory allocation is resolved

» References to symbols that cannot be resolved
* The data allows calculate what bytes have to be modified when the symbols are resolved

RELOCATION RECORD

<address of the modification> <type> <how to compute the address>
“myvar” — 0x08 indicates that:

0000000000000046 R X86 64 PC32 myvar-0x0000000000000008 Once we know the final “myvar” address (@myvar),

Exact address It indicates itis a How to calculate we have to calculate:

to be modified E,frrslat::‘;f iszset the address after @TolInclude = @myvar-PC-0x08
(] ’ ’ .
(marked inred)  (epative instruction  Peing resolved
pointer). Thus, (marked in green)
“myvar” address is
relative to the
instruction pointer

16



Building the Executable

SYMBOL TABLE OF THE EXECUTABLE

0000000000000000 1  df *ABS* 0000000000000000 myheader.c

0000000000000000 1  df *ABS* 0000000000000000 crtstuff.c

0000000000000a2c 1 0 .eh frame 0000000000000000 ~ FRAME END

0000000000000000 1  df *ABS* 0000000000000000

0000000000200dbO 1 .init array 0000000000000000 __ipit array end

0000000000200db8 1 0 .dynamic 0000000000000000 _DYNAMIC

0000000000200da8 1 .init array 0000000000000000 __ipit array start

0000000000000898 1 .eh frame hdr 0000000000000000 ~ GNU EH FRAME HDR  “myvar” — 0x08 indicates that:
0000000000200fas8 1 0 .got 0OOOOEOOOEOOOAOO _GLOBAL OFFSET TABLE_ BN ”
0000000000000870 g F .text 0000000000000002 ~ libc csu fini Once. known the final “myvar _ address (@myvar),
0000000000000000 *UND*  0000000000000000 "ITM deregisterTMCloneTable the linker calculates the @ to include:
0000000000201000 .data ©000EOOOEOOOOEOO data_start @Tolnclude = @myvar-PC-0x08
0000000000000000 F *UND* 0000000000000000 write@eGLIBC 2.2.5

0000000AAANO06TA g F .text 0000000OOOOOOO13 mifunc @Tolnclude = 0x201014 — PC - 0x08
0000000000201018 g .data 00000OOOEOOOO0OO _edata

0000000000000874 g F .fini 0000000000000000 fini

0000000000201010 ¢ 0 .data 000OOEOOOEOOOE04 global

0000000000000000 F *UND* 0000000000000000  stack chk fail@@GLIBC 2.4

00000000000007d9 g F .text 000000000000001a suma

[0000000000201014 g 0 .data 0000000000000004 myvar |

0000000000000000 F *UND* 0000000000000000 ~ libc start main@@GLIBC 2.2.5 17
0000000000201000 g .data 0000OOOOEOOOO0OO _data start



Building the Executable

CODE

000000000000070d <main>:
70d: 55 push  S%rbp
70e: 48 89 e5 mov %rsp,%rbp
711: 48 81 ec 30 02 00 00 sub $0x230,%rsp
718: 89 bd dc fd ff ff mov %edi, -0x224(%rbp)
71le: 48 89 h5 dO fd ff ff mov %rsi, -0x230(%rbp)
725: 64 48 8b 04 25 28 00 mov %fs:0x28,%rax
72c: 00 00
712e: 48 89 45 T8 mov %rax, -0x8(%rbp)
732: 31 cO Xor %eax,%seax
734: bf 0a 00 00 00 mov $0xa,%edi
739: e8 bc ff ff ff callg 6fa <mifunc>
| 73e:  c7 05| cec 08 20 0014 movl  $0x14,[0x2008¢¢|(%rip) # 201014 <myvar> |
745: 00 00 00
748: 8b 05 c2 08 20 00 mov 0x2008c2(%rip) ,%eax # 201010 <global>
T4e: be 1le 00 00 00 mov $0xle,%esi
753: 89 c7 mov %eax,%edi
755: e8 7f 00 00 00 callg 7d9 <suma>
75a: 89 85 e8 fd ff ff mov %eax, -0x218 (%rbp)
760: 8b 15 ae 08 20 00 mov 0x2008ae(%rip) ,%edx # 201014 <myvar>
766: 8b 85 e8 fd ff ff mov -0x218(%rbp) ,%eax
76c¢C: 01 do add %edx, %eax
76e: 89 05 a0 08 20 00 mov %eax,0x2008a0 (%rip) # 201014 <myvar>
774 8b 0d 9a 08 20 00 mov 0x20089a(%rip) ,%ecx # 201014 <myvar>
77a: 8b 95 e8 fd ff ff mov -0x218(%rbp) ,%edx

“myvar” — 0x08 indicates that:

Once known the final “myvar” address (@myvar),

the linker calculates the @ to include:
@Tolnclude = @myvar-PC-0x08
@Tolnclude = 0x201014 — PC — 0x08
@Tolnclude = 0x201014 — 0x740 — 0x08
@Tolnclude = 0x201014 — 0x748
@Tolnclude = 0x2008cc

18



The Executable

* The Symbol Table has most of the symbols solved
* Except the symbols that belong to Dynamic Libraries if the executable uses them

* The Relocation Records are empty

* Except the references to elements of Dynamic Libraries
* objdump —r
* To list relocation records for Static elements
e objdump -R
* To list relocation records for Dynamic elements

19
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